FACTORS INFLUENCING EMPLOYEES’ SUSCEPTIBILITY
TO PHISHING EMAILS: THE ROLE OF EMOTIONS

LeFranc, Nicolas, IESEG School of Management, Paris, France, nicolas.lefranc@ieseq.fr

Savoli, Azadeh, IESEG School of Management, Paris, France, a.savoli@ieseq.fr

Research-in-Progress

Abstract

Phishing is a deception method to gain sensitive information from an intended victim by using e-mails
and web pages that appear to be from genuine people and businesses. To develop effective programs
to fight phishing, researchers have adopted behavioural approaches to understand recipients’ motiva-
tions, and beliefs in phishing detection. Past research shows that emotions play an important role in
people’s decision making process. Therefore, in the present study, we investigate factors influencing
employees’ phishing susceptibility from an emotion perspective. We argue that employees’ emotional
attachment to their organization, their normative commitment to the organization, and their percep-
tion of the urgency of the email can evoke positive and negative emotions in them, which in turn can
influence their susceptibility to phishing attacks.
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1 Introduction

Phishing is a deception method to gain sensitive information from an intended victim by using e-mails
and web pages that appear to be from genuine people and businesses. These messages usually encour-
age the potential victim to perform some actions. For example, they might request recipients to pro-
vide sensitive information, do an online transaction, login to a fake website, or download a malware
(Jensen et al. 2017). Phishing attacks usually exploit the individual’s cognitive biases and motivate
them to rely on their heuristics behaviors. Phishing has grown considerably over the years. According
to Anti-Phishing Working Group (APWG), the total number of phishing attacks in 2018. The total
number of phish detected in 1Q 2018 was up 46 percent from the phish observed in 4Q 2017. It was
also significantly more than what has been seen in 3Q 2017 (APWG report 2018). Phishing is one of
the most predominant threats to organizations, and can cause important loss and instability. Phishers
usually use human factors other than technological factors to hack people. To do so, they attempt to
establish trust, or appeal to the recipient’s emotions and values. During the past years, cryptography
became more and more complicated and it becomes harder for hackers to use algorithmic hacking.
Therefore, they rely more on social engineering and human factors. For example, today it is easier to
obtain a password from a human by pretexting than breaking a security algorithm. Moreover, people
usually overestimate their capacity to detect manipulation and deception (Wang et al. 2016, Sagarin et
al. 2002). For example, Hong and al. (2013) found that out of 89% of recipients who thought were
able to recognize phishing, only 7,5 % could really detect it. Janet and al. (2008) also showed that col-
lege students who were supposed to have a minimum education on cybersecurity cannot avoid to be
trapped by phishing.

To develop effective programs to fight phishing, researchers have adopted behavioral approaches to
understand recipients’ motivations, and beliefs in phishing detection (Cialdini et al 2006; Hong 2012).
In this research, we argue that individuals’ initial emotions of a phishing email influences their behav-
ioral reaction to the email’s requests. The objective of the present study is to identify factors which can
influence employees’ phishing susceptibility to phishing emails. More specifically we investigate this
phenomenon from recipients’ emotions perspective.

2 Theoretical background

2.1 Why people might get deceived

Extant research mostly adopted psychological principles to explain why people might get deceived.
For example, past research shows personal factors, and individuals’ personality traits (i.e. neuroticism,
extraversion, openness to experience, agreeableness, and conscientiousness) can impact the way users
react to a phishing message (Parrish et al. 2009). Further, Vishwanath et al. (2016) showed that the
capacity to detect a phishing message depends on the degree of cognitive effort someone takes to iden-
tify it. Their model accounted for cognitive processing, preconscious, and automatic behaviors that
potentially lead to phishing based deception. They showed a higher level of heuristic processing would
increase the likelihood to click a suspicious link. Moreover, automatism and habits increase the degree
of individuals’ suspicion about the veracity of a phishing email, whereas having a high cyber-risk be-
lief decreases the risk to be deceived by phishing. Moreover, individuals’ perception about the perti-
nence of an email to their needs and goals, and individuals’ attention to phishing deception indicators
(e.g. poor grammar and spelling mistakes) play important roles to detect a phishing email (Wang et al.
2012).

In an organizational context, past research emphasizes the roles of authority, commitment, trust, and
reactance (i.e. scarcity and impulsivity) to explain the susceptibility to phishing (Workman 2008). Ac-
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cording to the scarcity theory, opportunities seem more valuable when their availability are limited
(Cialdini et al. 2006). Therefore, people might get deceived if they think by clicking on a malicious
link they might achieve a “once-in-a-lifetime” opportunity.

2.2. Emotions and their influence on user behaviour

Emotions play an important role in people’s decision and behaviour. Past studies argued that under
some conditions emotions can have more power to explain behaviour than cognition (Zhang 2013).
Emotions can be defined as “mental states of readiness that arise from the appraisal of events and
one’s own thoughts” (Bagozzi et al. 1999, p. 184). Moreover, cognitive appraisal theories argue that
emotions reside between a person and a stimulus (Russel 2003). Stimulus is basically something or
some event that a person reacts or responds to” (Zhang 2013, p. 250). For example, a subject line of an
email can be a stimulus for the user and the emotion that is first triggered by reading the subject line
can greatly impact whether the individual will open the email or delete it. In sum, emotions can be
defined as affective states induced by or attributed to a specific stimulus. Emotions typically arise as
reactions to situational events and objects in one’s environment that are relevant to the needs, goals, or
concerns of an individual” (Zhang 2013, p. 251). That is, people evaluate the stimulus and respond to
it which can provoke certain emotions in them. Extant research showed that IT as a stimulus can trig-
ger emotions and affect. Some studies relied on affective characteristics of stimulus (e.g. design char-
acteristics) to explain emotional responses of users. For example, Ethier et al. (2006) showed website
quality impacts customers’ cognitive processes which evoke emotions like joy, liking, pride, dislike,
and frustration.

In this research we argue that emotions play an important role in shaping employees’ decision in re-
sponding to a phishing email. Basically, we argue that an IT stimulus which is related to employees’
beliefs about their organizations can trigger emotions which eventually can influence their phishing
susceptibility. Past research showed that in an organizational context, commitment to the organization,
employees’ obedience to authority, and resource scarcity can play important roles in increasing the
risk of deception (Workman 2008). Following this line of thinking we argue that employees’ emotion-
al attachment to their organization (i.e. affective commitments), normative commitments, and sense of
urgency (i.e. employees’ perception of the need to respond quickly), can evoke emotional reactions in
employees while they receive a phishing message, and in turn, those emotions can influence employ-
ees’ phishing susceptibility.

3 Conceptual Framework

Our framework (see Figure 1) proposes that in an organizational context when employees receive a
phishing email which pretends to be from their organization, their emotional attachment to their organ-
ization, their normative commitment, and their perception of the urgency of the email can evoke con-
tentment and anxiety, which in turn can influence the probability of getting deceived by the email. The
constructs and their definitions are explained in Table 1.
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Figure 1. Conceptual model

Construct Definition Reference

Normative organizational | Employees' perceptions of their obligation to their or- (Allen and Meyer 1990)
commitment ganization.

Emotional attachment to An employee who is emotionally attached to the or- (Allen and Meyer 1990)
the organization ganization strongly identifies with the goals of the
organization and desires to remain a part of the organi-
zation. This employee commits to the organization
because he/she wants to.

Sense of urgency A felt need to initiate and complete an act in an imme- | (Swain et al. 2006)
diate or near future

Susceptibility to phishing | The probability that an employee be deceived by a (Workman 2008)

emails targeted phishing email.

Table 1. Constructs and their definitions

3.1. Emotional attachment to organizations

The concept of organizational emotional attachment underlies the fact that an employee develops an
affectional attachment to his or her organization. Thus, employees who have a strong level of affective
commitment identify organizations missions and values as their own. Such employees are implicated
in the organization, are happy to be members of the organization for which they work, and they do
everything they can to produce the most valuable work for their organization (Meyer and Allen 1997).
That is, employees with such characteristics identify themselves with their organization. Past research
on organizational identification suggests that such a belief has an implication for emotion experienced
in the interaction with the organization (Anderson and Chen 2002, Chen et al. 2006). Moreover, past
research suggests that those with higher identification tend to experience more intense emotions
(Smith et al. 2007). Drawing from this research, we hypothesize that employees’ attachment to theor
organization is associated with emotions generated while receiving an email from their organization.
More specifically, we argue that emotional attachment and the feeling of belonging can increase em-
ployees’ contentment and happiness. This is also inline with past research that shows affective organi-
zational commitment is correlated with experiencing positive emotions (Herrbach 2006). Hence,
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H1: Employees who have higher emotional attachment to their organization will feel more content-
ment as they perceive the phishing email to be from their organization.

Research in psychology found that emotional states exert significant effects on memory, judgment,
and decision making (Martin and Clore, 2001). Some studies suggest that certain positive emotions
lead people to rely more on highly accessible cognitions, such as beliefs and expectations (Forgas and
Fiedler 1996). Also past research showed that people who experienced positive moods might produce
less persuasive arguments which may be, in part, because positive emotions arise in a safe environ-
ment. Therefore, under some conditions, happiness can increase the likelihood of making fundamental
attribution errors (Forgas, 1998). Such heuristic information processing tendencies, therefore, may not
be beneficial when there is a need for analytic processing (e.g. detecting a phishing email). Drawing
from this research, we hypothesize that employees’ contentment when they receive a phishing email
can increase the probability of their deception since they feel safe. Hence,

H2: The feeling of contentment triggered by a phishing email will increase employees’ phishing sus-
ceptibility.

3.2. Normative organizational commitment

Normative organizational commitment is a concept that was introduced by Allen and Meyer (1990). It
refers to the idea that employees feel obliged to develop loyal behaviour to their organization, in par-
ticular by adhering to its standards and values. Meyer and Allen (1991) argue that this concept emerg-
es due to the process of socialization and internalization of normative pressures exerted on the indi-
vidual. People with higher normative commitment are usually more obedient to authority and they
would feel anxious if they do not follow the rules and requests. We argue that an employees’ degree of
normative commitment to an organization can increase their anxiety as they notice that the email is
sent by their organization, since they see themselves obliged to answer organization’s requests. Hence,

H3: Employees who have higher normative organizational commitment will feel more anxiety as they
perceive the phishing email is from their organization.

3.3. Sense of urgency

Sense of urgency has been defined as a felt need to initiate and complete an act in an immediate or
near future (Swain et al. 2006). Hence, an individual exhibiting an urge is not likely to postpone the
action to gather more information, indulge in comparison, and seek advice. The sense of urgency basi-
cally is individual’ psychological responses to the scarcity environments (Brehm 1966). Scarcity that
is communicated by the phisher threatens users’ freedom, thus triggering psychological reactance and
encouraging them to take immediate actions. The scarcity is usually communicated to the user by con-
vincing the user that he/she has a limited time to reply, if not he/she might lose an opportunity or expe-
rience adverse effects (e.g. penalized). Therefore, people may react quickly and at time illogically to
perceived shortage in order to restore the lost freedom (Brehm 1966). Extant research in marketing
shows that scarcity messages (for example, time restricted promotional messages) affect consumers’
purchase intentions by affecting not only the outcomes, but also consumers’ emotions (Swain, et al.
2006). Drawing from this research we hypothesize that if employees perceive a message to be urgent
and from their organization, they become anxious. In turn, the anxiety can increase the probability of
their deception which might lead to answering the phishing email. Hence,

H4: Employees who perceive a phishing message to be more urgent, will feel more anxiety.
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H5: The feeling of anxiety triggered by a phishing email will increase employees’ phishing suscepti-
bility.

4 Proposed Methodology

In this research, we aim to measure the susceptibility of employees to phishing when they receive a
fake e-mail from their organization. To do so, we will use a survey methodology and we aim to collect
data from members of a multi-university association. To measure the phishing susceptibility of the
members, we will create a phishing email that asks respondents (i.e. members of the association) to
click on a link in the body of the email. The email seems to be from the previous president of the or-
ganization and asks respondents to click on a link which invites them to register for an urgent and im-
portant meeting. The email has five stimuli, which tries to convince the respondent about the originali-
ty of it. As shown in Table 2, each stimulus can be associated with one or more constructs. The email
will appear as the first question of the survey and then the respondents will be asked about the likeli-
hood of clicking on the link in the body of the email is they happen to receive such an email. Follow-
ing this question, the three main constructs of the research (i.e. emotional attachment to the organiza-
tion, normative commitment, and sense of urgency) will be measured. We aim to analyse data using
structural equation modelling techniques.

Stimulus Related constructs

Stimulus 1: To convince the participants that the email is from the
“Association”, we put “Association” in the email address to rein-
force the deception. Having access to an organizational address in-
creases the success of a phishing attack.

Emotional attachment

Stimulus 2: We pretend that the sender of the email is someone who Emotional attachment

is the past-president of the organization.

Stimulus 3: The subject of the email is “an urgent meeting”. Normative commitment, sense
of urgency

Stimulus 4: The e-mail has a deadline which implies the urgency of Sense of urgency

the answer.

Stimulus 5: The phrases and tone used were normative which oblige Normative commitment.

members to participate in the meeting.

Table 2. Email stimuli and their related constructs

5 CONCLUSION

Employees’ deception by phishing emails is a threat to organizations. Past research showed the role of
organizational commitment, authority, and perceived resource scarcity in employees’ decision to re-
spond to such emails. Drawing from past research, we argue that employees’ emotions play a mediat-
ing role and “organizational emotional attachment”, “normative commitment”, and “sense of urgency”
can lead to emotions of contentment and anxiety which in turn will influence employees’ phishing

susceptibility. In future steps, we plan to test our model by using a survey methodology.
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